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Cyberspace 
Anonymity. Lacks borders. rising threats
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NCRB statistics-2017

▪According to NCRB, Cases registered up 1.6%; crimes against women rise 
7.3%; cybercrimes increased by 63.5% 

▪ 
During 2019, 60.4% of cyber-crime cases registered were for fraud, sexual exploitation- 5.1% 
and 4.3% cases for causing disrepute 

▪https://timesofindia.indiatimes.com/india/ncrb-crim
e-data-2019-cases-registered-up-1-6-crimes-agai
nst-women-rise-7-3-cyber-crimes-jump-63-5/articl
eshow/78394087.cms

Rising cybercrime on Internet 

https://www.livemint.com/companies/news/cyber-crime-cases-in-india-almost-doubled-in-2017-11571735243602.html
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What are 
cybercrimes? 
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●
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http://en.wikipedia.org/wiki/Fraud
http://en.wikipedia.org/wiki/Theft
http://en.wikipedia.org/wiki/Blackmail
http://en.wikipedia.org/wiki/Forgery
http://en.wikipedia.org/wiki/Embezzlement
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Need to protect children online
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Rise of sexual abuse of children online 



Sexual harassment of women

• Trolling

• Stalking

• Hidden webcam

• Invasion of privacy

• Morphed pictures, videos

• Extortion rackets

• Revenge porn

• IT Act-S.67,67A,66E,of IT Act,2000-upto 3 yr term +fine

• IPC-354A,354C, 354D ,509 -upto 3 yr term +fine

• Indecent Representation of women Act

• Vishaka Judgment - Sexual harassment agiainst women at workplace Act,2013

Offences under IPC,IT Act,2000



Identity theft & Cheating

• Fake social media accounts and identity theft cases on the rise

• Motive is sexual exploitation or extortion

• Identity theft is punishable under Section 66C of IT Act,2000 with imprisonment of 
unto 3 years and fine or both.

• Cheating by personation is punishable under SEc.66D ofIT Act,2000 with 
imprisonment of unto 3 years and fine or both.

• Report to police -100,112,cybercrime.gov.in

• Keep screen shots of evidence

http://cybercrime.gov.in




Phishing 
rackets Vishing.phishing.smishing

• Never reveal OTP 

• Keep two step verification

• Do not share passwords with anyone

• Keep password manager to secure passwords

• Fake lottery /employment mails

• Use of key loggers /malware /spoofing tools 
/fake emails

• Sec 66 of IT Act,2000 -3 year term of 
punishment, Sec 420 IPC cheating-non 
bailable offence 



IT Act,2000 -offences 
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phishing/identity theft/cheating

IT Act,2000 -offences 



Online safety 
Best practices 
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Fake donation handles during Covid times!
▪In one case registered by Delhi Police a fraudster created a fake UPI ID for PM cares 
Relief Fund .While the correct UPI ID is ‘pmcares@sbi’, someone created a fake id as 
pmcare@sbi.

▪Beware of fake NGOs/fake ads for donation
▪
FAKE UPI IDs

▪pmcares@pnb
▪pmcares@hdfcbank
▪pmcare@yesbank
▪pmcare@ybl
▪pmcare@upi
▪pmcare@sbi
▪pmcares@icici
▪



Advisory by Delhi Police

86% rise in Frauds during lockdown



Tools to Detect fake news!
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▪ Times Internet TOI Factcheck The Quint s WebQoof

https://en.wikipedia.org/wiki/Times_Internet
https://en.wikipedia.org/wiki/The_Quint


Advisories by CERT-IN During Covid
Advisories on using secure  videoconferencing platforms

▪

▪



Safeguard your privacy online

● Art. 21 of Constitution of India-Right to privacy-a fundamental right- Justice K.S 
Puttaswamy case

●  Requirement of consent to collect, process, store personal data, update and delete 
data

● Terms of use, privacy policy mandatory
● Clickwrap agreement -legally valid
● Apps /websites-collect more than required information
● Obligation to protect personal data -Section 43A of IT Act,2000
● Role of Adjudicating Authority
● Grant of Compensation   



Protection under Indian cyberlaw

Section 2(1)(v)- information
● Includes data, message, text ,images, sound ,voice, codes, computer programmes, 
software and databases or microfilm or computer generated microfiche

●  Section 66- computer related offences includes hacking unto 3 years of imprisonment 
+ fine

●  Section 43- compensation for damage to computer, computer system . Includes 
unauthorised access to computer/data, unauthorised copying of data ( from 
system/removable storage),damage to computer/data, denial of access, disruption of 
computer, destroys, deletes, alters information, or diminishes its value or utility or 
affects it injuriously

● objective criteria laid down for guidance maintained-Amount of unfair advantage 
gained, amount of loss, repetitive nature of default 

● Section 43A- Responsibility of body corporate to protect personal data
● No limit to claim compensation 
● Liability of directors under Sec.85 of IT Act,2000
● Exception to disclose to law enforcement for  verification of identity,prevention, 
detection, investigation, prosecution, punishment of offences 

Safeguarding personal data



PDP bill,2019

● Justice Srikrishna Committee report
● PDP bill,2019 - Personal data 
includes religious, political 
preferences, sexual orientation etc. 
Excludes Passwords

● Expanded the definition of personal 
data to include inferred data. Sec. 
3(28) includes - “… and shall include 
any inference drawn from such data 
for the purpose of profiling”.

● Applicable to government as well as 
private entities. 

● creation of a separate data protection 
authority.
(i)monitoring, (ii) enforcement and 
investigation,(ii)setting standards, 
and (iii) generating awareness. 

● Privacy-Not absolute right subject to 
reasonable restrictions for protecting 
national sovereignty, national 
defence, public order etc.

● Sensitive data - e.g health records, 
financial data 

● Stringent penalties-penalties-upto 15 
crore or 4 percent of global turnover

● Delocalisation /localisation of 
data-quickens collection of electronic 
evidence-data protection officer in 
India necessary



PDP bill ,2019- personal data protection 
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● Participation right-
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● Similar to GDPR in Europe. 



Legal recourse against cybercrime

●A victim of cybercrime needs to immediately report the matter to his local police station 
and to the nearest cybercrime cell .

●Collect evidence of content, date and time and take screen shots and report it to 
nearest police station. Take advice of cyberlaw expert.

●Depending on the nature of crime there may be civil and criminal remedies.
●In civil remedies , injunction and restraint orders , blocking of websites, may be sought, 

together with damages, delivery up of infringing matter and/or account for profits.36 hr 
deadline for blocking or approach court.

●Call police helpline,1112,100, 1098. Report at cybercrime.gov.in
●In criminal remedies, a cybercrime case will be registered by police if the offence is 

cognisable and If the same is non cognisable, a complaint should be filed with 
metropolitan magistrate

●For certain offences, both civil and criminal remedies may be available to the victim  



Best practices for cyber safety
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Safeguarding office data
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National Cybercrime Reporting 
portal-cybercrime.gov.in

http://portal-cybercrime.gov.in
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